MNEJATOT'AM Ob HH®OPMAIIMOHHOM BE3OITACHOCTH

Korna peus 3axoauT 00 nHPOpMAIIHOHHOM 0€30MaCHOCTH, OOBIYHO MBI HAUHMHAEM AyMaTh O
KOMIIBIOTEpax, CeTsIX, HHTepHeTe U Xakepax. Ho ans oOpa3oBarenbHO cpebl mpodiaema CTOUT
HIMpe: B OTPAXKACHUH YJalerocs oT HHPOpPMaILUU, KOTOpasi MOKET HETaTHBHO MOBJIHUATH Ha €ro
dbopMupoOBaHUE U Pa3BUTHE, TO €CTh O MIPONAraH/e pa3InYHON HANPaBIECHHOCTH.

ITonsitue nHGpopMaHOHHOI 0e30aACHOCTH

[Tox nadopmMamonHON 6€30MaCHOCTHIO MOHUMAETCS 3aIIMIIEHHOCTh HH(POPMALIMOHHOM
CHCTEMBI OT CJIy4aifHOT'O WJIM TPEAHaMEPEHHOT0 BMEIIATENIbCTBA, HAHOCSIIETO yiepo
BJIaJIEJIbLIAM MJIH 110JIb30BaTENSIM UH()OpMAIUH.

Ha npakTrke BaKHEHITUMH SIBJISIFOTCS TPH aCTIEKTa MHPOPMAIIMOHHOM O€30MTaCHOCTH
e JIOCTYIHOCTH (BO3MOXKHOCTH 32 pa3yMHOE BPEMsI MOJTYIUTh TPEOYyeMYIO
WH()OPMAITMOHHYIO YCIYTY);
e IEJOCTHOCTH (AKTYaJIbHOCTh M HEITPOTUBOPEUMBOCTH MH(OpMAIINH, €€
3alIMIEHHOCTh OT PAa3pyIICHHUS U HECAHKITMOHUPOBAHHOTO H3MCHEHUS ),
e  KOH(HJICHIIUATBHOCTH (3alIUTa OT HECAHKITMOHUPOBAHHOTO TPOYTCHUS).

Hapymenust 1ocTynmHOCTH, ETOCTHOCTH U KOH(DHUICHINATBHOCTH HHPOPMAITUN MOTYT OBITH
BbI3BAaHbI Pa3JIMYHBIMH OITACHBIMUA BOSIIGI;'ICTBHSIMH Ha I/IH(1)OpMaHI/IOHHI>IC KOMITIBIOTCPHBIC
CUCTEMBI.

OcHoBHbIE yrpo3bl HHGPOPMALMOHHOI 6€30I1aCHOCTH

CoBpeMeHHas HHGOPMAIIMOHHAS CHCTEMA MPENICTABIIAET COO0H CI0KHYIO CHCTEMY, COCTOSIIYIO
13 OOJBIIOTO YKCIIa KOMIIOHEHTOB PA3IMYHOM CTETIEHH aBTOHOMHOCTH, KOTOPBIE CBSA3aHbI
MEXIy cCOO0H M 0OMEHUBAIOTCS TaHHBIME. [IpakTHYecKkn KaxIblii KOMIOHEHT MOYKET
MOJABEPTHYTHCS BHEIIHEMY BO3JICHCTBHUIO WJIM BBIUTH U3 CTPOsi. KOMITIOHEHTHI
AaBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CUCTEMbI MOXHO Pa30UTh Ha CIEIYIOIINE IPYIIIbI:
Annapammnule cpedcmea. D10 KOMIBIOTEPHI U UX COCTaBHBIC YacTH (TIPOLECCOPBI, MOHUTOPHI,
TEpPMUHAJIBL, Iepu(EpUiHbIE YCTPOWCTBA — IPUHTEPHI, KOHTPOJUIEPHI, KaOEIH, TUHUU CBSI3U U
T.1.);

Ilpozpammnoe obecneuenue. ITo MPUOOPETEHHBIE TPOTPAMMBI, UCXOJIHBIE, OOBEKTHEIE,
3arpy304Hble MOAYJIH; OTIEPALIMOHHBIE CUCTEMBI U CUCTEMHBIE POrPaMMbl (KOMITUIIATOPHI,
KOMITOHOBIIUKY U JIp.), YTUIIUTBI, IUarHOCTUYECKHE TPOTPaMMBI U T.11.;

/Jlannvle, XpaHuMble BPEMEHHO U ITOCTOSIHHO, Ha TUCKaX, (IIdIIKaxX, IeYaTHbIE, apXUBBHI,
CUCTEMHBIE JKYpHaJIbl U T.1I.;

Ilepconan. Ilonp3oBareny, CHCTEMHBIE aAMUHUCTPATOPBI, IPOIPAMMUCTBI U JIP.

OmnacHble BO3AECHCTBUS Ha KOMIIBIOTEPHYIO HH(POPMAITMOHHYIO CUCTEMY MOKHO O/Ipa3AeInTh
Ha ClIydaiiHble U IPEIHAMEPEHHbIE. AHAIN3 OIBITa IPOEKTUPOBAHMSI, U3TOTOBJICHUS U
AKCIUTyaTallM MH(MOPMAIIMOHHBIX CUCTEM MTOKA3bIBAET, YTO MH(POPMAIUs IIOIBEPraeTCs
Pa3IMYHBIM CIy4aiiHbIM BO3JEHCTBUAM Ha BCEX ATallax MKIJIA KU3HU cUcTeMBI. [IpnunHaMn
CIIy4aiHbIX BO3JIEHCTBUH NP IKCIUTyaTallil MOTYT OBITh:

e aBapuiiHbIE CUTYyallUU U3-3a CTUXUUHBIX O€ACTBUHN M OTKIIIOUEHHUN AJIEKTPOIUTAHUS;

e OTKa3bl U cOOM anmnaparypsl;

e OWIMOKH B IPOrpaMMHOM 0O€CIICUEHHH;

e omuOKH B paboTe nepcoHana;

e IIOMEXM B JMHMSIX CBSA3M U3-3a BO3ACUCTBUN BHEIIHEW CPEIbI.

ITpenHamMepeHHbIE BO3IEUCTBUS — 3TO LiEJICHANPABIEHHbIE AEUCTBUS HapyuTelns. B kauecTBe
HapYIIUTENS MOTYT BBICTYNaTh CIY>KaIllHi, TOCETUTENb, KOHKYPEHT, HaeMHHUK. JleficTBus
HapYyLIUTEIS MOTYT OBITh OOYCIIOBJIEHBI pa3HBIMH MOTHBAMU:

e HEJOBOJBCTBOM CIYXKAIEro CBOEH Kapbepoil;

e  B3STKOI;



e  T100OIBITCTBOM;
e KOHKYPEHTHOU 00pHOOI;
e CTpPEMIICHHEM CaMOYTBEPIUTHCS JIFOOO0H IIEHOM.

MOKHO COCTaBUTh TUIIOTETUYECKYIO MOJIENb MOTCHIIMAILHOTO HAPYIITUTEIIS:
e  KBaJTM(UKAIWS HAPYIIUTEIS HA YPOBHE Pa3paOb0TUMKa JAHHOW CUCTEMBI,
e  HAPYIIUTEIIEM MOXET OBITh KaK MMOCTOPOHHEE JIUIO, TAK U 3aKOHHBIN MOJIb30BATENb
CHCTEMBI;
e HAPYIIUTEIO U3BECTHA MH(OPMAIIUS O MPUHITUIAX PAOOTHI CHCTEMEI;
e HAPYIIUTENb BHIOMpaAET HauboJee c1adboe 3BEHO B 3allHTE.

Haubonee pacipocTpaHeHHBIM U MHOTOOOpPa3HBIM BUAOM KOMIIBIOTEPHBIX HAPYIICHUIA
SBIISIETCS. HECAHKIIMOHUPOBAHHBIN 10CTYyN. HecaHKIIMOHUPOBAHHBII 1OCTYI UCHOJIb3YET JTH00YIO
OIIMOKY B CHCTEME 3aIUTH M BO3MOXEH IMPU HEPAIMOHATLHOM BBIOOPE CPEICTB 3AIIUTHI, UX
HEKOPPEKTHOM YCTaHOBKE U HACTpPOIKe.

[TpoBenem knaccudukaliio KaHaI0B HECAHKIIMOHUPOBAHHOTO JJOCTYIIA, IO KOTOPBIM MOXHO
OCYIIECTBHUTDH XUIICHNE, H3MECHCHHE WM YHUYTOKCHUE WH(OPMAIIUH:
Yepe3 uenoseka:
e XUIICHHE HOCHTENCH nHpOopManmw,
e yTeHHE MH(OPMAIMH C FKPaHA UIIH KIIaBHATYPHI;
e YTeHHWE MH(OPMAIMH U3 PACTICUATKH.
Yepes npozpammy:
e IIepexBar MapoJiei;
e nemudpoBka 3amudpoBaHHON HHGOPMAITUH;
e KOMHUpOBaHWE MH(DOPMAIMH C HOCUTEIIS.
Yepe3 annapamypy:
e TOJKIIOYEHHUE CIIEIHATBFHO pa3pabOTaHHBIX alapaTHBIX CPEICTB,
o0ecreynBarouX AOCTYI K HH(OpMALINK;
e IepexBar MOOOYHBIX AICKTPOMATHUTHBIX U3TYUCHHUH OT aIrapaTypbl, IHHUN CBSI3H,
CeTe PIeKTPONUTAHUS U T.J1.

Oco00 cneayeT OCTaHOBUTHCS Ha YTPO3ax, KOTOPHIM MOTYT MOJIBEPTaThCs KOMITBIOTEPHBIE CETH.
OcHoBHast 0COOEHHOCTD 000N KOMIBIOTEPHON CETH COCTOUT B TOM, UTO €€ KOMIIOHEHTHI
pactpeneneHsl B mpocTpaHcTBe. CBSA3b MEX/Y y3JIaMU CETH OCYIIECTBISIETCS (PU3NIECKH C
MOMOIIBIO CETEBBIX JIMHUHM M MPOTPAMMHO C IIOMOIIBI0 MeXxaHu3Ma coobiieHuit. [Ipu atom
YIIPaBJISAIONINE COOOIIEHSI U JAHHBIE, IEPEChUTAEMbIE MEXKIY Y3JIaMH CETH, TIEPEIalOTCs B BHJIE
nakeToB oOMeHa. KoMmbloTepHbIe CETH XapaKTepHbI TEM, UTO MPOTUB HUX MPEANPUHUMAIOT TaK
HAa3bIBACMBIC YAAJICHHBIC aTaKH. Hapyanem, MOKCT HAXOAHUTHCA 3a ThICAYHU KUJIOMCTPOB OT
aTaKkyemoro o0beKTa, Mpy ATOM HaMaJIeHUI0 MOXKET MOJIBEPTaThCsl HE TOIHKO KOHKPETHBIH
KOMIIBIOTEP, HO U HH(OpMaLKs, epeJatoiasics o CETEBbIM KaHajaM CBSI3U.

Oobecneuenne nHGOPMAIHOHHON 0€30MACHOCTH

dopmupoBaHue pexuma HH(GOpMamoHHON 6€30acHOCTH — MpobieMa KOMIUIeKCHas. Mepsl 1o
€€ PEeIIeHUIO MOXHO MO/IPAa3/IeNIUTh Ha MITh YPOBHEH:
1. 3akonooamenwnuiit . 310 32KOHBI, HOPMATUBHbIE AKThI, CTAHIAAPTHI U T.11.

HopmartuBHo-ipaBoBas 6a3a ornpenessonias mopsI0K 3aiuTel HHHOPMAIUH:
2. Mopanvno-amuueckuii. BceBo3MOXXHbIE HOPMBI IOBECHMSI, HECOOTIOICHHE KOTOPHIX BEACT
K MMaJICHUIO TIPECTIKAa KOHKPETHOTO Y€JI0BEKa MJIH IIEJION OpraHu3aIliH.
3. Aomunucmpamuenstil. JIeiicTBus 001IeTO XapakTepa, NpeAnpuHIMaeMble PYKOBOJICTBOM
opranuszanuu. TakuMu JOKYMEHTaMH MOTYT ObITb:
e TMpHUKAa3 PyKOBOJUTEIS O HAa3HAYEHUH OTBETCTBEHHOTO 3a 00ECIICUCHHE
nH(pOpMaIMOHHOW 0€30MaCHOCTH;



e JIOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOTO 3a obecrieueHre nHPOPMAIIMOHHOMN
0€e30I1aCHOCTH;

e MEPEYCHb 3aIMIIAEMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e  UHCTPYKIHIO, ONIPENEIIAIONIYI0 NOPSA0K NPEAOCTaBIeHHs HH(OPMAIIMA CTOPOHHUM
OpraHu3aIUAM I10 UX 3aIpocaMm, a TaKKe 0 IMpaBaM JI0CTYIa K HEMl COTPYTHUKOB
OpraHu3aluHm.

4. @usuueckuii. MexaHnueckue, AIEKTPO- U IEKTPOHHO-MEXAHUYECKUE MPENSATCTBUS Ha
BO3MOYHBIX ITyTSAX IPOHUKHOBEHUS IIOTEHIIMAIbHBIX HAPYLIUTEICH.

5. Annapamno-npozpammmualil (3IEKTPOHHBIE YCTPONCTBA U CIIELUAIbHBIE IPOTPaMMBbl
3aIUTHl THOPMAITIH ).

[TpunsTHIE MEPHI 110 CO3/IaHUI0 OE30MacHO HHPOPMALIMOHHOM CUCTEMBI B HIKOJIE:
e O0ecniedeHa 3amKTa KOMIBIOTEPOB OT BHEITHUX HECAHKIIMOHUPOBAHHBIX
BO3/ICICTBUI (KOMITBIOTEPHBIEC BUPYCHI, JIOTHUECKHE OOMOBI, aTaKU XaKepoB U T. 1.)
e YCTaHOBJICH CTPOTHI KOHTPOJIb 32 JEKTPOHHOU MOYTOH, 00eCIIeUeH MOCTOSTHHBIN
KOHTPOJIb 32 BXOJSAIIEH U UCXOIAIIEH KOPPECITOHACHIIUEH.
e YCTaHOBJIEHBI COOTBETCTBYIOLIUE AP0 Ha nepcoHanbHble [IK.
e Hcnonb3oBaHbl KOHTEHT-QUIBTPBI, IS GUIBTPALUU CAUTOB MO UX COACPKUMOMY.

Ennnas COBOKYIHOCTh BCEX 3TUX MEP, HAIIPABIEHHBIX HA IPOTUBOJICHCTBHUE YIPO3aM
0€30MacCHOCTH C IeNbI0 CBE/IEHUSI K MUHUMYMY BO3MOKHOCTH yIIep6a, 00pa3yroT CUCTEMY
3aIUTEL

CrienuaarcThl, IMEIOIINE OTHOIIICHNE K CUCTEME 3aIUThI JOJKHBI TIOJTHOCTHIO MPEICTABIATh
ceOe MPUHIKIIBI e¢ PYHKIIMOHUPOBAHUS U B CIIy4ae BOSHUKHOBCHHUS 3aTPYIHUTEIBHBIX
CUTYyaIlii aJICKBATHO HA HUX pearupoBath. [10]1 3amMTON T0JDKHA HAXOAUTHCS BCS CUCTEMA
00paboTku nHopmMaIuu.

ﬂnua, 3aHUMAromuecs obecrnieueHruEM HH(bOpMaHHOHHOﬁ 6630H8.CHOCTI/I, JOJI2KHBI HCCTHU
JINYHYIO OTBCTCTBCHHOCTD.

HanexxHast cicteMa 3aiuThl JOJDKHA OBITh MOJHOCTHIO TPOTECTUPOBAHA U COTJIAaCOBAHA.
3amura craHoBUTCS Oosiee 3P PEeKTUBHOM U THOKOH, €CJIM OHA JOMYCKAaeT U3MEHEHHUE CBOUX
MapaMeTpoB CO CTOPOHBI IMUHHUCTPATOPA.

B 3axmrodeHune cBoero JokiIaia XO0TeNoch Obl 1aTh HEKOTOPBIE pEeKOMEHIAINH 110 OPTaHU3alluN
paboTsl B MH(GOPMALIMOHHOM IIPOCTPAHCTBE, UTOOBI yoepeub ce0si U CBOUX OJU3KHUX OT
WHTEPHET-TIPECTYITHUKOB.

Pexomenaanuu no opraHu3anu padorbl B MHYOPMAIMOHHOM IPOCTPAHCTBE

1. Ilepen Hauanom paboThl HEOOXOIUMO YETKO c(HOPMYIUPOBATH LI€JIb U BOIIPOC MOMCKA
uH(pOpMaLIUH.

2. XenarenbHo BbIpabOTATh ONTUMAJIBHBINA aITOPUTM NoKcKa HH(opManuu B cetu HTepHeT,
YTO 3HAYUTEJIBHO COKPATUT BPEMS U CHJIBI, 3aTPAa4CHHBIC HA ITOMCK.

3. 3apaHee yCTaHOBUTH BpEMEHHBIN JIUMHUT (2-3 yaca) paboThl B MH(OPMALIHOHHOM
IpOCTpaHCTBE (MIPOCMOTP Tenenepeaayuu, urenue, MHTepHer).

4. Bo Bpems paboThl HEOOXOIUMO JeaTh nepepbiB Ha 5-10 MUHYT 111 CHATHUSA (PU3UYECKOTO
HaNpsOKEHUs ¥ 3pUTENIbHON Harpy3KH.

5. Heo6xoaumo 3HaTh 3-4 ynpaXHEHUs A7l CHATHUS 3PUTENIHOTO HAPSKEHUs U (pu3nuecKon
YCTaJIOCTH.

6. PaboTaTh B XOpOIII0 MPOBETPEHHOM MTOMEIICHHUH, P ONTHMAIHPHOM OCBEIIIEHUH U B
y1o0HOi#1 To3e.



7. He cTOUT IErKOMBICIIEHHO 00palaThCs CO CaM-MUCbMaMU U 3aX0UTh Ha HeOe30MmacHbIe
BeO-caiiThl. /{151 ”HTEpPHET-IPECTYMTHUKOB Bl CTAHOBUTECH JIETKOM TOOBIYEH.

8. IIpu peructpanuy B COLUAIBHBIX CETAX, HE YKa3bIBATE CBOU I1€PCOHAIIbHBIE IaHHBIE,
HaIpUMep: aJipeC Ui I€Hb POXKACHHUS.

9. He ucnionb3yiiTe B JIOTMHE UM [1apOJI€ IEPCOHAJIBHBIE JAHHBIE.

10. Bce 9T0 M03BOISET HHTEPHET-IIPECTYITHUKAM IIOJYyYUTh JaHHBIE JOCTYIA K AKKayHTaM
AIIEKTPOHHOM MOYTHI, a Takke nHpuIMpoBath qomamnue [1K mis Bkimodenns ux B 60T-ceTh
WIN JJ1S IOXUIIEHNs1 OAHKOBCKUX JJAHHBIX POAUTENEH.

11. Co3naiite cOOCTBEHHBIN MPO(UIHL Ha KOMITBIOTEPE, YTOOBI 00€3011acCUTh HHPOPMAIIHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0bIBaiiTe, 4TO (haKThl, 0 KOTOPBIX BHI y3HaeTe B IHTEpHETE, HYKHO OYEHB XOPOIIIO
IPOBEPUTH, €CIIM BHIOYJIETE UCTIONIB30BATh X B CBOCH qoMariHel padoTte. LlenecoobpasHo
CPaBHHUTH TPH UCTOUHHKA UH(DOPMALIMU, TPEKIE YEM PEIIUTh, KAKUM UCTOYHUKAM MOXHO
JOBEPSATH.

13. O nocroBepHOCTH MHPOPMAITUH, TOMEIICHHONW Ha CaliTeé MOKHO CYIUTh [0 CAMOMY CaHTy,
y3HaB 00 aBTOpax caira.

14. Pazmerias nuaopmanmro o cedbe, CBOMX OJM3KUX U 3HAKOMBIX Ha CTPAHMIIAX COIUATBHBIX
CeTel, CIIPOCUTE MPEIBAPUTEIILHO pa3pelieHue Y TeX, 0 KoM OyzeT 3ta nHdopmMarus.

15. He cnenyet pa3MeniaTh Ha CTpaHulax BeO-caiiToB cBou dotorpaduu u Gpororpaduu CBoUx
OJIM3KHUX U 3HAKOMBIX, 32 KOTOPHIC BaM IIOTOM MOXET OBITh CTBITHO.

16. Cobmronaiite mpaBuiia 3TUKYU Mpu oOuieHnu B UHTepHETE: rpyOOCTh MPOBOLIUPYET APYTUX
Ha TaKOE XK€ IOBEJCHHE.

17. Ucnonp3ys B cBOeH paboTe MaTepual, B3AThIA U3 HHPOPMAIIMOHHOTO UCTOYHUKA (KHHTA,
nepuouvecKkas neuarb, IHTepHeT), cieayeT yka3aTrh 3TOT HCTOYHUK HH(OpMAINH WIIH
c/leaTh Ha HEro CChUIKY, €CIM MaTepHuall OblT BaMH repepadoTaH.



